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ABSTRACT

Purpose: of the current research is to develop a reliability assessment method with an extension of the
existing ones and pooling them to a common framework. The system must identify the most unreliable parts of
a production process and suggest the most efficient ways for the reliability improvement.
Design/methodology/approach: FMEA is in the centre of the proposed framework,a reliability analysis
type, the most widely used in enterprises. The current research suggests to extend the FMEA by introducing
a classification of faults. In this procedure, Bayesian Belief Network is employed to analyze faults.

Findings: An integrated modelling method based on a system modelling and complemented with a reliability
evaluation mechanism has the capability to analyse and design manufacturing systems. The tool developed
to analyse a production process, enables companies to analyse the process as a whole as well as its parts and
achieve efficient prognosis for the production process reorganization.

Research limitations/implications: The reliability analysis framework is developed for machinery manufacturing
enterprises.

Practical implications: The reliability assessment tool helps engineers quickly and with accurate estimate most
unreliable places of production process and indicates ways of their elimination with great efficiency.
Originality/value: Expansion of FMEA method, application of Bayesian Belief Network for process reliability
estimation, usage of reliability estimation during production route creation.

Keywords: Process reliability; Failure Mode and Effect Analysis (FMEA); Bayesian Belief Network (BBN)
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production process means reliable and sustainable process.
Therefore the common objective of industrial enterprises is to
increase the overall production reliability. In another words, they

1. Introduction

The globalisation of markets, growth of customers’

expectations, widening competition in all spheres of relation
between the customer and the supplier are the factors which at
present extort the quality exhibiting in the strategy of the
enterprise. Quality in the competitive world means the necessity
of fulfilment of commited and waited customer’s requirements
who occupies the leading position on the market [1]. Quality of

© Copyright by International OCSCO World Press. All rights reserved. 2012

look for output maximization of their current resources, by
reduction of wastes in equipment and process reliability.
Equipment and process reliability jointly create reliable
production.

The system reliability assessment and prediction has become
an increasingly important aspect of the process operating different
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stages. It is important to develop efficient reliability assessment
techniques for complicated systems with several methods and
different failure mechanisms, in order to ensure adequate
performance under extreme and uncertain demand [2]. Reliability
requirement for production process ensures the sustainability of
the whole enterprise.

The goal of the current research is to develop a reliability
assessment method. The main task of the paper is to show data
transferring from FMEA to BBN and further realisation of
decision making. The system must identify the most unreliable
parts of a production process and suggest the most efficient ways
for the reliability improvement. Significant cost-saving
opportunities for industrial enterprises can be achieved through
the reliability improvement of the facilities for their practical
realisation. When the process failure criteria are established, the
reliability of manufacturing processes can be obtained from daily
production data.

2. Methods for process
reliability improvement

Reliability theory is the foundation of reliability engineering.
Reliability engineering provides the theoretical and practical tools
whereby the probability and capability of parts, components,
equipment, products and systems to perform their required
functions for desired periods of time without failure, in specified
environments and with a desired confidence, can be specified and
predicted [3]. There are several standard methods for
reliability estimation according to the Electronic Reliability
Design Handbook (MIL-HDBK-338B) [4], one of them is Failure
Mode and Effect Analysis (FMEA). FMEA is the best analytical
technique, because allow for establishing links between causes
and effects of defects, as well as searching, solving and with
drawing the best decisions concerning applying proper action [5].

2.1. Failure Mode and Effects
Analysis (FMEA)

This part is the core of this research. FMEA (Failure Mode
and Effect Analysis) is in the centre of the proposed framework-,
other methods are based on data from this analysis. Therefore this
analysis must be implemented as precisely as possible, especially
it is important for such parameter as fault severity.

FMEA is a reliability procedure which documents all possible
failures in a system design within specified ground rules. It
determines, by failure mode analysis, the effect of each failure on
system operation and identifies single failure points, which are
critical to mission success or crew safety [6,7].

In general FMEA is a systemized group of activities designed
to:

e recognize and evaluate the potential failure of a
product/process and its effects,

e identify actions , which could eliminate or reduce the chance
of potential failure occurring,

e document process.

The purpose of the FMEA is to take actions to eliminate or
reduce failures, starting with the highest-priority ones. It may be
used to evaluate risk management priorities for mitigating known
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threat-vulnerabilities. In FMEA, failures are prioritized according
to three dimensions:

1) How serious their consequences are,

2) How frequently they occur,

3) How easily they can be detected.

Good FMEA methodology allows for the identification and
documentation of potential failures of a system and their resulting
effects. It also allows for the assessment of the potential failure to
determine actions that would reduce severity, reduce occurrence,
and increase detection. The composite risk score for each unit
operation step is the product of its three individual component
ratings: Severity (S), Occurrence (O) and Detection (D). This
composite risk is called a risk priority number (RPN). This
number is then used to rank order the various concerns and failure
modes associated with a given design as previously identified in
the FMEA.

RPN = (S) x (O) x (D) (1)

The RPN is a measure of design risk. The RPN is also used to
rank order the concerns in processes (e.g., in Pareto fashion). The
RPN will be between “1” and “1,000.” For higher RPNs the team
must undertake efforts to reduce this calculated risk through
corrective action(s).

Advantages of FMEA:

Identifies connections between reasons and effects;

Takes into account the failure severity;

Demonstrates previous unknown event outcomes;

It is a systematized analysis;

Provides focus for improved testing and development;
Minimizes late changes and associated cost;

Catalyst for teamwork and idea exchange between functions.
Disadvantages of FMEA:

Amount of data can be too much,

e Analysis can be too complicated,

e Environmental conditions and maintenance aspects might not

be examined [4].

In our research the outcome of the FMEA is a list of
recommendations to reduce overall risk to an acceptable level,
and can be used as a source for designing a control strategy.

2.2. Classifier of faults

Classifier of faults is needed for ordering the faults in
machinery enterprises. It helps engineers by the codes of faults to
define quickly the causes of faults. These codes must be included
to FMEA. On the base of this classifier it is possible to build
Bayesian Belief Network (BBN) for the process, because
structure of BBN is the same as structure of classifier with the
faults from FMEA of the process.

Reliability engineering is dealing with analysis of the causes
of the faults in factories. For this reason standard DOE-NE-STD-
1004-92 is used as a base [8]. The assessment phase includes
analyzing the data to identify the causal factors, summarizing the
findings, and categorizing the findings by the cause categories.
The major cause categories are:

Equipment/Material Problem
Procedure Problem
Personnel Error

Design Problem

Training Deficiency
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6. Management Problem
7. External Phenomena

Those seven elements are sufficient to describe any failure.
We have adapted the classifier from this document for the
machinery enterprises, see Figure 1.

Priorities on the failure modes can be set according to the
FMEA’s risk priority number (RPN). A concentrated effort can be
placed on the higher RPN items. For this aim in our research we
use Bayesian Belief Network

In FMEA structure two new fields are included, as “Failure
class” and “Cause code”, in Figure 2, they are marked by “*”.

2.3. Bayesian Belief Network (BEBN)

Bayesian Belief Network (BBN) is a graphic probabilistic
model through which one can acquire, capitalize on and exploit
knowledge. It consists of a set of interconnected nodes, where
each node represents a variable in the dependency model and the
connecting arcs represent the causal relationships between these
variables [9,10].

Why did we decide to use BBN in our research? It is most
suitable tool, because structure of BBN is the same as structure of
faults classifier. Reliability engineers using only existing cause
codes from FMEA can create the same structure of BBN and
include the probability of particular cause errors to every node.
Bayesian networks are the natural successors of statistical
approaches to Artificial Intelligence and Data Mining. Particularly
suited to taking uncertainty into consideration, they can as easily
be described manually by experts in the field.

A key feature of Bayesian statistics is the synthesis of the two
separate sources of information - see Figure 1 for a schematic
representation of this process [11]. The result of combining the
prior information and data in this way is the posterior distribution.

A Bayesian network is a graphical model that encodes
probabilistic relationships among variables of interest. When used
in conjunction with statistical techniques, the graphical model has
several advantages for data analysis, because [12,14]:

e The model encodes dependencies among all variables, it
readily handles situations where some data entries are
missing;

e A Bayesian network can be used to learn causal relationships,
and hence can be used to gain understanding about a problem
domain and to predict the consequences of intervention.

e The model has both a causal and probabilistic semantics, it is
an ideal representation for combining prior knowledge (which
often comes in causal form) and data;.

e Bayesian statistical methods in conjunction with Bayesian
networks offer an efficient and principled approach for
avoiding the over-fitting of data.

In this research the Bayesian Belief Network (BBN) is used to
analyze what effect the improvement of different fault groups will
cause.

In BBN, the decision-maker is concerned with determining
the probability that a hypothesis (H) is true, from evidence (E)
linking the hypothesis to other observed states of the world. The
approach makes use of the Bayes’ rule to combine various sources
of evidence. The Bayes’ rule states that the posterior probability
of hypothesis H given that evidence E is present or P(H|E), is

P(E|H)P(H) 2)

P(H|E)= P(E)

Reliability estimation for manufacturing processes
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where

P(H) is the probability of the hypothesis being true prior to
obtaining the evidence E and P(E|H) is the likelihood of obtaining
the evidence E given that the hypothesis H is true.

Faults classification

1. Equipment problem

1A. Defective or failed part

| 1B. Defective or failed material
1C. Software failure
1D. Equipment failure

1D1. Component damage
1D2. Fuse burn h
1D3. Circuit fault

1D4. Looseness
1E. Bad equipment work

1E1. Machine tool levelling
1E2. Type of cutting and the cutting conditions
1E3. Inhomogenities in the wark material
1E4. Disturbance in machine tool drives
1ES. Machining (cutting, welding, assembling) process
1E6. Tool setting and job holding
1E7. Bad adjustment
1F. Contamination

1J. Critical human error

2. Procedure problem (technology)

2A. Defective or inadequate procedure

2B. Lack of procedure

2C. Error in equipment or material selection
2D. Error in tool or cutting data selection

3. Personnel error

3A. Inadequate work environment

3B. Inattention to detail

3C. Violation of requirement or procedure
3D. Verbal communication problem

4. Design problem

4A. Inadequate design

4B. Drawing, specification or data errors
4C. Dimentions related problems

4D. Technological parameters problems

5. Training deficiency

5A. No training provided

5B. Insufficient practice or hands-on experience
5C. Inadequate content

5D. Insufficient refresher training

5E. Inadequate presentation or material

6. Management problem

6A. Inadequate administrative control
6B. Work organisation/planning deficiency

6C. Inadequate supervision

6D, Improper resource allocation
6E. Palicy not adequately defined
6F. Other management problem

7. Supplier/subcontractor problem

7A. Communication problems
7B. Time delivery error
7C. Defective product or material

Fig. 1. Faults classification for machinery enterprises
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Fig. 2. The header of FMEA table

When the evidence consists of multiple sources denoted as 1,
2,n EE ,....E, each of which is conditionally independent, the
Bayes’ rule can be expanded into the expression [13]:

[1PE, |H)PH) 3)
PH I E) =2
! [TrE)
j=1
This article presents the use of Bayesian belief networks

(BBNs) as a decision support tool to achieve sustainability of
production process.

3. Case study of process
reliability improvement

3.1. General remarks

Reliability of production processes is a key issue for ensuring
the stable system operation, increasing of a product quality, and
reducing of a production losses. In this paper the tool for the
analysis of failuress in a process is proposed which also allows
defining the most effective ways of their elimination.

In the current paper it is proposed to extend the FMEA by
introducing a classifier of faults. On a base of this classifier a
stucture of network is created in Bayesian environment for
decision support and also transferring of failures data from FMEA
is carried out (Figure 3).

Additional activities for Classifier of
reliability estimation faults
T
Standard methods of
reliability estimation FMEA
Extended reliability BBN for
el decision making
1
Main Recommendation for
results reliability improvement

Fig. 3. Process reliability assessment
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Decision support systems are built based on data extracted
from various data sources. During the decision making process, it
is important to present the intermediate results in user-friendly
formats, such as search or calculation results, illustration with
pictures, diagrams, summaries with tables, graphs, etc., and
graphical illustration of casual-effect relationships [15,16].

According to the recommendations for reliability
improvement the required level of reliability is achieved and a
decision maker chooses the most suitable production route,
provides it with the list of recommendations and finally this
production route is imported to ERP system and then into
production process.

3.2. Data transformation from
FMEA to BBN

In Figure 4 the process reliability assessment flow is shown in
details and it consists of 9 steps.

__. |Fau|ls classifier development |
= =l I
2 v \
w FMEA creation using faults
@ codes from classifier BT
/
v \ ;
Grouping of faults in FMEA by | AN Selection from FMEA /
— codes ’
¥ Failure| Cause| Sum |Sev | Failure
_, - — class | code [ RPN |erity [probability
8 Calculating o_f faults probability 2 A 92 2 04
3 for every failure cause code
e v = 2 D [o |4 04
—— | Calculating of faults probability 3 3A | 193 |2 0,09
for every failure class
v
w Forming tables for BBNfor | V| \ 4
< every failure cause code | fuodbnr [ T | fuoe N e {
= 3y & el SmS. f{.ﬂ‘ -
Gaz] 070 o4d] 000
S| | Forming tables for BBN for | [Emiiin hued ool buser R P
L every failure class et
I
__ v L/
Transfering of tabels through [0 2 matequate proceaure |
> ODBC to BBN s | o
o : ;
& - -
Connecting of nodes in BBN TakesPlace 4%)
y e mm—

Fig. 4. Detailed process of reliability assessment

Step 1 (GENERAL part) - Faults classifier development. It is
done only once and can be implemented at any machinery
enterprise.

Step 2 (GENERAL part) - FMEA elaboration. This process
starts from analysis of production system operations and
particular enterprise requirements. FMEA is not a classical but
according to classifier of faults contains such columns like
“Failure class” and “Cause code”.

Step 3 (EXCEL part) - Grouping of failures in FMEA by
codes. This step is required for further work with failure codes.

Step 4 (EXCEL part) - Calculating of failure probability for
every failure cause. This information will be used in BBN
(Figure 5). The probability of error for every failure cause is
calculated on base of data from FMEA by Equation 4:

M. Kostina, T. Karaulova, J. Sahno, M. Maleki
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z NPC
Z T()tul

x100% “)

where:
Pgp - probability of production route errors,
ZRPNPC - RPN value for particular cause errors,

ZRPNTM,, - Total RPN value of production route.

Failure |Failure description RPN | Probability Severity Severity in Bayes
cause code Sum | offailure | Min [ Max Min Max
1C Software failure 287 0,13 7 10 0,7 1
1D Equij failure 442 0,20 7 8 0,7 08
4o \Critical human failure 68 0,03 2 1] 0.2 08
2A Pefective orinadequate procedure| 92 0,04 7 8 0,7 0,8

Error in tool or cutting data
2D selection 96 0,04 4 8 0,4 0,8
3A Inadequate work environment 193 0,09 2 10 0.2 1
3B Inattention to detail 468 0,21 3 8 0,3 0,8

Fig. 5. Detailed process of reliability assessment

Step 5 (EXCEL part) -
every failure class.

Step 6 (DATABASE part) - Forming of tables for BBN: every
failure cause with its probability. An example is introduced in
Figure 6.

Calculating of faults probability for

2A. Defective or
inadequate procedure | TakesPlace| 0,04

2A, Defective or
inadequate procedure Exist NotExist
2D. Errorintool or
cutting data selection |TakesPlace |NotTaken | TakesPlace |NotTaken
Exist 0,82 0,70 0,40 0,00]

NotTaken 0,96

2D. Error in tool or
cutting data selection |TakesPlace| 0,04 NotExist 0,18 0,30 0,60 1,00
NotTaken 0,96

Fig. 6. Tables for BBN

‘ Analysis and modelling

Step 7 (DATABASE part)- Forming of tables for BBN: every
fault group with its probability. Here probabilities are affected by
the state of the other nodes depending on causalities.

Step 8 (BBN part)- Transferring of tables through ODBC to
BBN. Universal format of data is used for storing and transferring
them from Excel to Bayesian environment.

Step 9 (BBN part)- Connecting of nodes in BBN or building
of BBN. This is the final step when Bayesian network is ready to
be analysed.

3.3. BBN example

A BBN is a directed graph whose nodes represent the
(discrete) uncertain variables [14]. BBN is drawn based on failure
probabilities withdrawn from FMEA. This network (Figure 7)
represents possible states of the given failures and their
corresponding errors. The probability of any node being in one
state or another without current evidence is described in Figure 6.
Probabilities on some nodes are affected by the state of another
nodes depending on casualities. This BBN can answer questions
like: if personnel error exists, was it more likely to be caused by
inadequate work environment, inattention to detail, or violation of
requirements.

After the primary network is completed we are ready to start
using the rehablhtgl improvement module. According to Figure 7,
personnel error (3™ failure class) is the most probable failure type.
Particularly, inattention to details which is one of personnel errors
has the highest probability. Therefore, corrective actions are first
of all focused on this failure causes aiming to decrease it as much
as possible. In our case study four corrective actions are planned:
(a) Poka-Yoke, (b) visual instruction, (c) additional training and
(d) improvement of route card. All proposed corrective actions
and path how they influence the top event is shown in Figure 8.
Influence of every corrective action on personnel error and final
probability of error at top event is represented in Figure 9.

TalesHace 5‘?—-D|i
E

Not Taten 95% IS Im

o 1C. Software failure
Tal=sFlace 14%(l = L : & : T
& s g defi r o 5 suffi =
Mot Taken 36°n|7 | Training deficlency i B. Insufficiant practic:
— Exxist S%E | Tame Placa 12 D’i_] _
= 1D. Equipment failure 1. Equipment problem NonBds t 0% I Mot Taken 5304|0 =
= 2%%] e
Mot Taleen 7801 . Fﬂ o] 4. Design problem 3 4C. Dimensions related problem
€ 1] Critieal human error Exist 0%] | ¥ [TdesPhee 1%]
S ®  Probability oferror [ [NonBust 100% [T 5| [NotTakenoow /BT o
MNotTaken o7 T o e 622 |
No 38% B 3 I 34 Inadequate work emvimonment
& 2A Inadequate procedurs Taz:Placs 9‘3’0’? .
T == Mot Taken 01%) =
’E;'IE’HRE ‘?'°|i. - il 2 2. Procedurs problem
Not Taken 96%| I [ T () 3. Personnel error = 3B. Inattention to datail
] - = j :
{3 ID. Error in tool or cutting data [~ |NonEsst 95%]] m Exist mFﬁI *—Happenad 5%
NonBdst 685 I8 ] & ]

> 3C. Viclation of requirement

Fxiating 18%’i]

NotEsisting 84760

| [l

Fig. 7. An example of Bayesian Belief Network
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L] 1C. Software failurs
Tates Flaca 14%I 7 7
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Mot Talen 86% . 3B. Insufficient practice
il Talms Plac= 12%|
(& 1D Equipment faitues _|D 1. Equipment problem NotTaken Bl |5
[TalesPlace 2% Exist  30%] L] 3B. Poka-Yoke
ot Talken 78%) NonFsss t 784 3 4C. Dimensions related problem | ||
) 11. Critical human error TadmsPhce 1% N
TameThace 3% -] Probability of arror NonBist 10055 MotTaken 55| o i el
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O. 3. Personnel error . o 3B. lnalt'ant\m to detail - Thici 6% t
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NotEsting B = [NonEfficient 22%|f %

Fig. 8. 4 planned corrective actions and path of their influence in the process

(@] 3B. Poka-Yoke < 3B. Visual instruction < 3B. Improve route card ©  3B. Additional training
Efficient  96%| .| Efficient  33%([ill Efficient  66% IR
MNonEfficient 4% = NonEfficient 671“ P = NonE flicient 34"lo B v
: : iB. i ai 3 enti etai 3B. Sl elail
® 3B. Inattention to detail < 3B. Inattention fo detail o 3B. Inattention to detail < B. Inattention to detail
5% Hz d 5%
Happened 1% I Happened 15% .] Happened hﬁ}a:;ene : gwo]il_
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NotHappened 99%| [l - NotHappened 85%| [l = \lmll'lppened 92% t = ppen 6 =
3 \e] 3. Personnel error 3. Personnel error (] 3. Personnel error
o 3. Personnel error
Exist 20400 Exist  31%| ) Exist  26%|l Exist  25%|H
=N - o -
ol NonExist 69 J ist 74% NonExist 759
NonExist 79%/| [l & dl % NonExist 74% | = o/ I M
] (-] Probability of error (-1 Probability of error o Probability of error
-] Probability of error £ 4
S = smh—j Ve 555
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No 47%|IB = E M of I %
a) b) c) d)

Fig. 9. Posterior probabilities when implemented: a) Poka-Yoke, b) visual instruction, ¢) improvement of route card, d) additional training

In order to make this analysis, RPN of corrective action was
taken from FMEA, probability of error for every corrective action
was calculated and imported to the Bayesian model. Moreover,
influence of every corrective action on failure severity is also
taken into consideration. As it was mentioned before in Figure 9
are presented available corrective actions and their influence on
the corresponding failure class and finally on probability of error
on top event. As analysis shows the most effective corrective
action for Personnel errors elimination is Poka-Yoke
implementation - with probability of success of 96%. From one
side Poka-Yoke is the most reliable desicion of the problem, but
from another side this is the most expensive decision as well .
Apparently, the final decision what corrective action to implement
will be made by the decision makers considering information got
from the analysis as well as costs of each action and the policy of
enterprise. As it was mentioned in the paragraph 3.1, during
decision making process it is important that required for decision
making information was presented in user-friendly format, so

Research paper ,

final required information is presented in Table 1. The table
represents the influence of corrective actions on Personnel error
and change of severity value.

Table 1.
Influence of corrective actions on Personnel error where max
severity is applied (worst case scenario)

Failure cause Corrective Influence on  Influence on
action failure cause severity

Inattention o p 1 » yoke 15% 7
detail

Inattennpn to . Vlsua_l 50, 0
detail instruction

Inattentlpn to Improve route 10% 0
detail card

Inattentlpn to Add}tl.onal 1% 0
detail training
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4. Conclusions

Customers are placing increased demands on companies for
highly qualified and reliable products. Without measuring of process
losses companies do not have an idea of how much money they are
missing each month from unreliable production processes. Process
reliability assessment is a method for identifying and resolving
problems, which has significant opportunities for cost reduction and
for improvements.

Traditionally, reliability has been achieved through extensive
testing and use of techniques such as probabilistic reliability
modelling. These techniques are done in the late stages of
development. The challenge is to design in quality and reliability
carly in the development cycle.

Failure Modes and Effects Analysis (FMEA) is a methodology
good for analyzing potential reliability problems as early in the
development cycle as late when a process is already started.
However by performing this analysis earlier in the process
designing, it is easier to take actions to overcome some issues,
thereby enhancing reliability through design. FMEA is used to
identify potential failure modes, determine their effect on the
operation of the product, and identify actions to mitigate the failures.
FMEA can also capture historical design information for use in
future product improvement. It can be used to perform the crucial
step of anticipating what might go wrong with a product. While
anticipating every failure mode is not possible, the design team
should formulate as extensive a list of potential failure modes as
possible.

Many production processes have extra capacity. It is difficult to
find it without any analysis. New tools and new approaches
described in this paper may help to find the hidden losses in a
process and make it more reliable. Reliability method FMEA gives
us not only quantitative assessment of operations failures in the
process, but also ways of them elimination therefore it was taken as
base for this research.

In this article we argue that Belief Bayesian Networks provide
an attractive solution to the problems identified above. BBN enable
us to combine failures probability and severity, the data which is
available from FMEA, with qualitative data and subjective
judgments about the process. Hence BBN provide a method of
modelling process losses and measuring the effectiveness of
recommendations used for process reliability improvement.

The tool developed in this research to analyse the production
process enables companies to analyse processes as a whole as well as
its parts separately and get efficient prognosis for production process
improvement.

The production process reliability analysis framework was
developed for machinery manufacturing enterprises. Bayesian Belief
Network makes it possible to calculate posterior probabilities of each
failure on the error probability of the manufacturing processes. I

In our future work we are going to develop a reliability analysis
module and to connect it with ERP system for estimation of every
operations reliability and selection the most reliable production route
for a new product.
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